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ABSTRACT

Malware infringement attacks are continuously increasing in various environments such as mobile, IOT, windows and mac
due to the emergence of new and variant malware, and signature-based countermeasures have limitations in detection of
malware. In addition, analytical performance is deteriorating due to obfuscation, packing, and anti-VM technique. In this
paper, we propose a system that can detect malware based on machine learning by using similarity hashing-based pattern
detection technique and static analysis after file classification according to packing. This enables more efficient detection
because it utilizes both pattern-based detection, which is well-known malware detection, and machine learning-based detection
technology, which is advantageous for detecting new and variant malware. The results of this study were obtained by
detecting accuracy of 95.79% or more for benign sample files and malware sample files provided by the Al-based malware
detection track of the Information Security R&D Data Challenge 2018 competition. In the future, it is expected that it will
be possible to build a system that improves detection performance by applying a feature vector and a detection method to
the characteristics of a packed file.
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Fig. 1. Process of malware identification system
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WINHTTPRdII VirtualFreeEx
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KERNEL32.dll WriteProcessMemory
USER32.dll GetModuleHandleA
GDI32dll FindResourceA
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SHELL32.dll FindClose

ole32.dll FindFirstFileA

Fig. 2. Example of imported DLL and API
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Fig. 3. Distribution between Malware and
benign file of DLL and API using 256 features
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Table 1. Experimental results on the accuracy of test data A for each similarity hashing algorithm

algorithm threshold coverage Zzgﬁi(;?malwme ;ﬁ;;;fi)?bemgn accuracy
ssdeep »=80 51.38% 4186 952 97.00%
TLSH (=40 46.11% 3441 1170 97.12%
DHASH (=1 30.03% 2292 711 97.54%
similarity hashing majority voting 47.41% 3936 805 99.16%
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Table 2. DNN Results of test data A with packer usage

data ..

packer percentage accuracy precision recall Fl-score

compiler 51.48% 94.619% 96.817% 95.758% 96.284%

packer 28.19% 89.713% 93.117% 93.952% 93.533%

common 20.33% 95.721% 95.840% 97.727% 96.774%

result without 100% 93.460% 95.496% 95.562% 95.529%
applying packer

overall result based 100% 92.960% 95.003% 95.068% 95.036%
on packer usage

Table 3. Experimental results on similarity hashing and machine learning using test data A

algorithm accuracy precision recall Fl-score false positive rate
k-NN 92.140% 96.264% 97.767% 97.010% 23.074%
decision tree 94.130% 91.558% 97.315% 94.349% 14.481%
SVM 94.050% 93.969% 96.466% 95.201% 12.481%
DNN 93.460% 94.551% 95.562% 95.054% 12.222%
similarity hashing and ML 95.770% 98.371% 98.438% 98.405% 11.444%

Table 4. Experimental results on similarity hashing and machine learning using test data B

algorithm accuracy precision recall Fl-score false positive rate

k-NN 92.430% 92.273% 97.822% 94.966% 22.148%

decision tree 94.520% 95.206% 97.397% 96.289% 13.259%

SVM 94.370% 95.404% 96.959% 96.175% 12.630%

DNN 94.130% 95.660% 96.329% 95.993% 11.815%

similarity hashing and ML 95.90% 96.354% 98.096% 97.217% 10.037%
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7R el M An 23 A AH AR 5 gwe] Zake 999 delHE s
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A% 4 sie.
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